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Evaluating the Behavior Detection Functionality of Antivirus and EDR
against Double Extortion Ransomware
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Abstract: Double extortion ransomware is a type of ransomware that exfiltrates victim’s files in addition
to encrypting them or deleting them and threatens to release or sell them unless a ransom is paid. While
backups may allow for file recovery, the fact that a data breach cannot be undone suggests that double extor-
tion ransomware is a significant threat to organizations and individuals. Endpoint security products such as
antivirus (AV) and endpoint detection and response (EDR) are countermeasures against ransomware. These
security products are designed to detect not only known malware by pattern matching, but also unknown
malware by detecting suspicious behavior. It is expected that these behavior detection features will be ef-
fective against double extortion ransomware. In this paper, we evaluate seven AVs and one EDR against
double extortion ransomware’s behavior such as file exfiltration, file encryption and file deletion. We devel-
oped custom ransomware (test samples) and executed them in the environments where AVs and EDR were
installed. As a result, no products were able to detect or prevent file exfiltration and more than half of the
products failed to detect or prevent file encryption and file deletion. From the above, it can be said that AV
and EDR do not necessarily have sufficient behavior detection capability against ransomware.

Keywords: Ransomware, Exfiltration, Antivirus, EDR, Detection
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