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Abstract Some malware that targets IoT devices can persistently infect devices even after they are rebooted, and are referred to
as persistent IoT malware. These threats have been growing in recent years, but the devices that can be the target of persistent
infection and the disinfection methods for persistent infection have not been sufficiently verified. In this study, we propose a
method to check the possibility of persistent infection of target IoT devices by creating a diagnostic program that simulates the
behavior of persistent infection-type IoT malware. In the verification experiment, we collected a total of 101 samples consisting
of 14 IoT malware families that have been reported to be persistently infected by security vendors’ analysis reports, and conducted
the dynamic analysis using 11 types of bare-metal IoT devices. As a result of classifying the persistent infection behavior, 42
specimens were observed to attempt persistent infection, and three devices from a total of 13 specimens from six different families
were actually confirmed to be persistently infected. Based on the analysis results, we created a diagnostic program for persistent
infection and tested 11 devices used in the dynamic analysis and one newly added device. Of these, one device was confirmed
to have persistent infection only by the diagnostic program for persistent infection. We tried several methods to eliminate the
persistent infection from these devices, including restoring the devices to factory defaults, deleting files that cause persistent
infections, and changing settings. However, the factory reset method thought to be the most effective, was not always effective.
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