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Towards the Classification of Newly Exploits Observed by Honeypots

Ryu Kuki!® Sasakl TAKAYUKIZP?)  YIN MINN PA Pa2:9) KATSUNARI YOSHIOKAZ:3-d)

Abstract: In recent years, the number of vulnerabilities reported per year has continued to increase, and it
is difficult to respond to all of them immediately. Therefore, triage to determine the necessity and priority
of vulnerability response is important, so it is essential to quickly detect the exploitation status of vulner-
abilities, which is used as one of the criteria for triage. In this study, we propose a method to support the
rapid identification of new abuse conditions by extracting attacks targeting vulnerabilities of particularly
high severity from the large number of traffic observed by honeypots, etc., and classifying each exploit based
on the characteristics (signatures) of the attack requests for new attacks that do not match known rules and
notifying the operator. Using this method, we detected 46 new attacks targeting vulnerabilities, including 3
zero-day attacks, in 8 months of observation. And we reported on the exploitation of some vulnerabilities to
the developers, and contributed towards the early remediation. This method is useful for quickly detecting
new exploits of vulnerabilities and triaging vulnerability. Furthermore, by using the classification results to
assign original, temporary identifiers to exploits targeting zero-day or suspected vulnerabilities, it is possible
to use them for detailed investigations such as continuous attack monitoring.

Keywords: honeypot, attack analysis, security
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