LLM % AW TERL L 7= 24 B iR{EHt
YRRy I ABIRICEZRZ2EDRE

PR L AR IR A > 3 o0k H RS R e

BIE w72 70% Y FRy 7 2B ClE, 3> PRy 7 223N 2 [REE X W =B N TRIR%E 1T
T2 T, ZOEFHEFMION TS, LarL, vz 70—Hi2E, 3V FRy 7 ARFEr 2—9
BEZHRIL, ¥ RRy 7 ABRROBHEICIEIAROBE 2 [EH T 2 2 & THRITO MR RA 2 D DO2TE
f?é ZOE5 Ny 2 7 EEER LY 27 L IR, VY R Ry 7 A R T 2BV TiEE
BRI LY = 7T BMiEER EX R R e ARDOEND. Tz, TEOEWEE M ORI,
<Y = 7HEBICBY 2 ABESEE T L (LLM) OEAMEEIhTED, ERIZ, L7 =7 D4R
W LLM BSHTE 2 Z e B s TWa, AT, LM ZHWEILY 270y —2a— FOEX
AT VY FUANZRRFORBHCHER 525 Z L B RTHEMTOATEYD, SHRIEV Y FRy 7R
fRT S 27 223t B AR LY = 7 OAEFIC D LLM HFIH XN EEEDH 5. 7 2 TAIFETIE,
ZD &S kAR LY = 7 DERICBT S LLM QR R, 3 RRy 7 2@ 25 A 0[HE
A E DA _E D7D OFHMEiCERE Y Tz, BHROEEEMEZ MR, 20V —Xa—F% LLM ZHuv
T EZ B 2 TEROFNTEBRAE LR L, ZA0OREPIEFOY > KRy 7 2D FERICE
DB rIE L.

F—T—F BEER LY =7, G2 PRy 7A@, KEEEFEET L (LLM)

Investigating the Impact of Evasive Malware
Created with LLM on Sandbox Analysis
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Abstract: Sandbox analysis enables detailed examination of malware behavior by executing malware sam-
ples within an isolated environment known as a sandbox. However, certain malware can evade analysis by
distinguishing between a sandbox environment and a user environment, concealing its true behavior when
executed in a sandbox. This type of malware is referred to as evasive malware, and it necessitates the en-
hancement of resistance in sandbox analysis systems. Moreover, with the advancement of machine learning
technologies, there is growing concern over the misuse of large language models (LLMs) in malware genera-
tion. It has already been demonstrated that LLMs can be applied to create malware. Additionally, research
indicates that modifying malware source code using LLMs can influence the evasion of antivirus products.
This raises the possibility that LLMs could also be used in the future to generate evasive malware designed
to bypass sandbox analysis systems. In this study, we focus on the applicability of LLMs in generating such
evasive malware and evaluate methods for improving the resistance of sandbox analysis systems. We gener-
ated numerous variants of evasive malware samples by rewriting the source code of various evasion techniques
using LLMs and examined the impact of these variants on the existing malware sandbox.
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### Input Souce code
# - Place base evasion code here -

### Examples
# - Place examples of the rewriting -
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