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An Investigation of Initial Access Brokers on Underground Forums:
Market Trends and Activity Analysis
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Abstract:

Initial Access Brokers (IABs) are threat actors who sell unauthorized access methods (e.g., VPN, RDP) to
corporate and organizational networks, playing a crucial role in the initial intrusion phase of ransomware
attacks. While IAB activities in underground forums have increased in recent years, analysis of transaction
trends and behavioral characteristics within these forums remains limited, and the actual nature of their
activities has not been fully clarified. This study conducts a comprehensive analysis of IAB activities from
both a market perspective and an actor perspective, using 2,134 initial access sales posts classified
from observational data spanning 16 years (February 2008 - May 2024) across 10 forums extracted from the
CrimeBB dataset. From the market perspective, we performed quantitative analyses of access types, price
distributions, target regions, and industries across multiple forums. The results showed that the average price
of access sales was $15,263 + 72,274, confirming market characteristics with extremely high price variance.
RDP was the most frequent access type, with an average price of $3,540. From the actor perspective, we
analyzed each TAB account in terms of post content, user evaluations, account activity periods, and post
frequency. The analysis revealed that 66% of the 932 TAB accounts specialized in selling a single type,
indicating a trend toward specialization. Moreover, 97% of accounts had 10 or fewer posts, with a small
number of accounts generating the majority of posts and attracting concentrated responses from other users.
The findings of this study are expected to provide a foundation for threat intelligence aimed at identifying
high-risk IABs and enabling early detection of emerging threats.

Keywords: Initial Access Broker(IAB), Underground Forum, Activity Analysis
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