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Abstract: Initial Access Brokers (IABs) are threat actors who sell or buy illicit access to corporate and
organizational networks—such as VPN and RDP credentials— providing adversaries with initial entry points.
Operating primarily on underground forums and social platforms, IABs play a pivotal role in the early stages
of ransomware operations, making monitoring of their activities critically important. Tracking IAB activities
requires classifying relevant posts from massive volumes of forum and social media content, but existing
approaches rely on rule-based systems or conventional machine learning, which limits scalability, contextual
understanding, and adaptability to novel expressions. We propose a method that combines DarkBERT, a
darknet-specialized model, with a local LLM (Llama 3.3) to efficiently and accurately classify ITAB posts and
extract related information. Our approach integrates high-speed filtering by DarkBERT with fine-grained
classification by the local LLM, and includes information extraction capabilities for sale/purchase classifica-
tion, access types, prices, and target organizations. In evaluation, our two-stage classification achieved an F1
score of 0.944 on 209 test posts and precision of 0.884 in a 500-sample field study. For information extraction
tasks, we achieved a partial-match F1 score of 0.858 on 50 test posts, demonstrating excellent performance
in both tasks. Furthermore, all processing runs locally, avoiding external leakage of credentials and personal
information while balancing security and practicality. Applying our method to ten forums in the CrimeBB
dataset (February 2008 - May 2024, approximately 25.18 million posts), we classified and analyzed 2,581
posts by 1,250 TAB accounts. Results revealed a supply-driven market structure with 82.7% sale posts,
characteristic price distributions, dominant access types such as RDP and Shell, and IAB targeting patterns
focused on government and financial sectors. This research provides a foundation for elucidating the trade
in initial access and can be applied to early warning and proactive defense against future cyberattacks.
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Llama3.3-70B(CoT % L)  0.973 £ 0.007  0.894 £ 0.036  0.912 + 0.050  0.902 % 0.025
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0.931 * 0.015

0.898 * 0.057 0.913 * 0.031
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