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Examining the Feasibility of Conducting Human Intelligence
(HUMINT) on Telegram Based on Informed Consent
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Abstract: Human intelligence (HUMINT) conducted via social networking services such as Telegram can be
extremely valuable in building threat intelligence. However, as it involves interaction with human subjects,
it must be conducted appropriately with due respect for human rights. The Menlo Report emphasizes the
necessity of informing research participants of potential risks and their rights through informed consent when
conducting research involving humans. However, due to the nature of certain experiments, prior explanation
to subjects may be difficult. In such cases, research may be conducted with post-experiment explanations
or, in some cases, without any explanation at all.

In the context of HUMINT, revealing the purpose of a conversation may increase the target threat actor’s
awareness and caution, thereby making information gathering itself more difficult. Thus, careful consideration
is required when determining how to conduct research, including whether and how to inform participants.
As a first step in this consideration, this study attempts to collect information from threat actors while
clearly disclosing the purpose of the conversation, in order to examine the feasibility of conducting HUMINT
research based on informed consent.
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