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Abstract:

Cybercrime transactions increasingly occur on SNS and dark web platforms. Because public posts often pro-
vide only superficial details with instructions to continue via direct messages, Human Intelligence (HUMINT)
dialogues with attackers are vital for collecting substantial intelligence on damages and attack methods. Con-
ducting such HUMINT research, however, raises significant legal and ethical concerns. Our prior work used
LLMs to evaluate the ethical appropriateness of HUMINT conversations, but judgments were unreliable as
models referenced abstract Menlo Report principles directly. To address this, we developed a HUMINT-
specific ethics checklist derived from the Menlo Report, enabling structured LLM-based ethical determina-
tions. We generated simulated HUMINT dialogue data and obtained human judgments on each utterance’ s
ethical appropriateness. Using the same checklist, an LLM evaluated the dialogues, and we measured human
— LLM agreement. Independent researchers also validated the checklist through comparative evaluation.
Iterative refinement improved agreement from a kappa of 0.304 to 0.780; on unseen data the system reached
0.876, with independent validation at 0.855. These results demonstrate strong generalization and objectiv-
ity, representing the first systematic evaluation of LLM ethical judgment capabilities in HUMINT research
contexts.
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