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Abstract:

Smart Ponzi Schemes (SPS), which are deployed on smart contracts, have undergone increasing syntactic
evolution over the years, raising concerns about the declining effectiveness of conventional detection meth-
ods. Even with PonziGuard, one of the latest high-performance detection systems, there has been insufficient
analysis of syntactic changes and their impact on detection performance. This study focuses on SPS contracts
detected by PonziGuard and conducts syntactic clustering based on opcode sequences as well as visualization
in a semantic space to quantitatively analyze syntactic trends across different time periods. Furthermore,
we evaluate the impact of syntactic differences on detection performance through time-series classification
experiments using multiple classifiers. Our evaluation reveals a significant drop in detection performance
against obfuscated and delegate-call-based contract structures, highlighting the importance of adapting to

syntactic diversity in the design of future SPS detection systems.
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