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Large-Scale Experiment on IoT Device Identification Using Basic
Authentication Responses
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Abstract: Basic authentication is one of the authentication methods that has been widely used from the
early days of the Internet to the present, ranging from IoT devices to general-purpose web servers. Shodan,
a global scanning system, has confirmed over 2.45 million hosts responding with Basic authentication world-
wide as of August 2025, while Censys, another global scanning system, has confirmed over 4.6 million hosts
as of July 2025. We proposed a method for device identification of these hosts using LLMs and demonstrated
that it is possible to estimate 434 device models including network equipment and industrial equipment.
However, this proof-of-concept experiment only targeted 1,759 hosts due to Shodan’s usage limitations. In
this report, we target a broader range of hosts. We applied the proposed method to over 480,000 hosts
running on HTTP/1.0 in Censys. After excluding hosts with 24 types of Basic realms that had already been
investigated in previous research, we accessed 254,016 hosts and confirmed 16,796 types of Basic realms. As
a result of device estimation using these Basic realms, 934 types of devices from 264 manufacturers were
estimated.
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Content-type: text/html
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Fig. 1 Example of basic authentication response.
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