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Detection of Third-Party Dependencies in Darknet Markets via
LLM-Based Signature Generation
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Abstract:

Darknet markets are used for trading illicit goods such as drugs, counterfeit items, malware, and financial
fraud tools. Due to their high level of anonymity, traditional takedown approaches that rely on identifying
operators or tracking infrastructure have significant limitations. On the other hand, because these mar-
kets function as e-commerce (EC) sites, they possess a vulnerability in their reliance on third-party services
such as cryptocurrency payment processors and web fonts. Identifying these dependencies can enable new
countermeasures, such as prompting service providers to suspend market functionality through responsi-
ble reporting.In this study, we leverage large language models (LLMs) to automatically generate detection
signatures for third-party services based on known darknet markets and their dependencies. Our method
analyzes both technical documentation on API implementations and specifications, as well as HTML and
HAR files collected from markets where dependencies have been observed, in order to generate regular-
expression-based signatures that capture service-specific API call patterns.To validate the effectiveness of
the proposed approach, we evaluated it using a dataset consisting of 55 darknet markets and five third-party
services (WooCommerce, jQuery, Google Fonts, Blockonomics, and MyCryptoCheckout). The results show
that the generated signatures achieved an average F1-score of over 90% on unseen data. Notably, for the pay-
ment service MyCryptoCheckout, all trials achieved 100% accuracy in identifying dependencies. This research
demonstrates that by employing LLMs, the process of generating detection signatures— previously dependent
on manual analysis—can be automated, enabling the efficient identification of vulnerabilities arising from the
reliance of darknet markets on third-party services.

Keywords: Third-Party Service Dependencies, Signature Generation, Application of LLM
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7o ZOFHEZ, @73 F v BRHO T —ZITHRLTHIL
FENCHERES 202 2R T2 Z e 2 HNE LTW5.
TN, BEDZ7VRLBY TNty bpHT 7%
FrEWT 2T, EREINESTHTF ¥ DLENL
N ZFMMT 2720 TH 5. 4B, KAOHE L, &2ToD
U AF v OFHbiRER 2 HE T 5 Z L IR EE R 720, BfE
RAETRDEWEREZ R LS 74 F * Ol (highest
score) &, OBBMWHEREZ R L7 74 F ¥ DAER (lowest
score) ZHFE L Cadih 3 5. FHEHEREE LT, UTD4
DOfEEE R L 7.
e True Positive (TP) : FEFHTH — L RIKFLTH
D, DO I7AF ¥ BELLMH LD D.
e True Negative (TN) | ERRIZIZHI — L RIZIKFL
THELT, PO I3 F ¥ BELIBRELERVSOD.
e False Positive (FP) | EFFIZIZV — b RIKFEL T
BLT, Y F 0o THRHLTLE S 0.
e False Negative (FN) : FZFICH — B RIZIKIF L T
WHIZH2rbbT, YA F ML TER) o7
HD.
IS DRAFERICED &, Accuracy (IEf#XR), Precision
(#EE2R), Recall (FHIR*), F1 Score (F ) Z&EH L.
7B, RERORIET — 2B LOERSI NS 72 F ¥
X, BNBVERY PVICTBRARETH 3.

6.2 FHMEDIER
AT, FF—ELRRLUTERINEZS 72 F v D

B EREE RS
6.2.1 WooCommerce

WooCommerce 12X 5 % > 7 3 F v @ FFAfi i £
%% 2127”79, ‘Single_HighScore', ‘Double_HighScore',
‘Triple_HighScore‘ D 8% — 2B WT, Accuracy, Pre-
cision, Recall, F1 Score ldW\W3FNdEWMEEZRLZ. FRHT
Precision 34T 1.00 TH D, &M (FP) »—fFd 34
LTWRWZ ebhrs., 2, EREhzs 72 F v
DIEE B R R T — L RERFEL T3 Z & &R
3 5. —7, ‘Single_LowScore‘% ‘Triple_LowScore‘ T,
FN EFRAELTE D, BHRALED LN 5.
6.2.2 jQuery

jQuery DFEMiFEREZE 31”3, 2P —E 2K, Web
A PRRIESERLTWS 280, 7 3F v DERK
EMEEDML DV — BRI AR THEME 2 2 AT BEMEDY B
5. ‘Triple_HighScore>$&Z —>Tl%, TP, TN, FP, FN
PNTFNDERERAER (1.000) ZRLTEBD, ZOE
T jQuery ZEBICFHETETVWS I L ZAEHL T
W5, ‘Double_HighScore'd mWHEREZ R L TW3—7,
‘Single_HighScore'® ‘LowScore &% Tl 3 20 IZ 7R H
(FP) iR (FN) 2#AELTHED, FEoTn >y 7
FRESRT =&ty b OHABEDEIERICHELRIZL
TWBZehbhb.
6.2.3 Google Fonts

Google Fonts DFHEifEREZ R 4 1ITRT. 2OV —E R
&, Web 74 > bR WS RENLRHARTDH 57
s, FED URL A X — S KkiE S 3 2 L 5%, Dou-
ble_HighScore‘ & ‘Triple_HighScore‘l%, Z#Z41 Accuracy
¥ F1 Score 73 0.98 ¥ IEFIZEWMEZ/RLTED, 1ZIF5E
BERMHMREEER L. ZhsDERr 5, RFIED,
FFE OFEAMTIHAFIE DS AR — B RIS LT AMTH
5T ENS.
6.2.4 Blockonomics

Blockonomics DFHIfERE R 5 1TRT. DY —E R,
WEEERFICRHLLTB Y, ZOEMIIENHAMETH
%729, MW MEREDHIRF S 5. ‘Single_HighScore' &
‘Double_HighScorel%, TP, TN, FP, FN 232 T5eEE7iE
HEZ/RLTED, Accuracy, Precision, Recall, F1 Score
MET1.000 THo7z. ZhIX, EREIhEZ T2 F %
73, Blockonomics DIKTEMEZ SEBEICRFE TE /12 Z ¥ 2 B
T5.
6.2.5 MyCryptoCheckout

MyCryptoCheckout DFHEifR % 6 IZRS. ZOH—1
Z % Blockonomics ¥ R, BEEEETRFICRLL TV
729, IEHE BB ER 2 #:D.  ‘Single_HighScore',
‘Double_HighScore‘, ‘Triple_HighScore‘®D 3§ XTD XX —
SIZHWT, TP, TN, FP, FN 252Biis® e Rl +
NTOFEFEH 1.000 TH o7z, UK, AFED, FED



R 1 AHETER LS 72T ¥ Df

H—EZ% I xF vhl

WooCommerce woocommerce/ |wc-ajax=|/wp-json/wc/|/checkout/($|7) |data-product-id=|/?add-to-cart=|/pr
oduct/ | /my-account/ | /wp-content/plugins/woocommerce

jQuery (7:jquery(?:.1[1))7:(?:min.)?js(?: [?"’]) 7| jquery. (?:scrolly|poptrox|qrcode) (?:.min)?.j

s|code. jquery.com|ajax.googleapis.com/ajax/1libs/jquery|jquery.ui)

Google Fonts

Blockonomics

<link~>[]>+href=["’]https://fonts.googleapis.com/css(?:7|["’])
blockonomics(?:-bitcoin-payments|logo.pngl-1-) |pay-(7:button|widget).js|/api/(?:button|

merchant_order) |wss://blockonomics.col|/pay-url/

MyCryptoCheckout

/wp-content/plugins/mycryptocheckout/|id=[’’]mycryptocheckout-(checkout_data|css|js|web

3(-js)?) [’ ’] |data-mycryptocheout_checkout_data=.js|code. jquery.com|ajax.googleapis.com/

ajax/libs/jqueryl|jquery.ui)

+ 2 WooCommerce IZX3 % %8 % — > OBHIMRE

# 6 MyCryptoCheckout (X3 % % ¢ &% — > OMHMRE

£ 3 jQuery ITHF 2K 82— > OB HITERE

Pattern ID TP TN FP FN | Accuracy Precision Recall F1 Score

Single_HighScore | 37 12 2 2 0.909 0.949  0.949 0.95
Single_LowScore | 28 14 0 11 0.782 1.000  0.718 0.84
Double_HighScore | 38 11 3 0 0.927 0.927 1.000 0.96
Double_LowScore | 29 14 0 9 0.818 1.000  0.763 0.87
Triple_HighScore | 37 14 0 0 1.000 1.000 1.000 1.00
Triple_LowScore | 35 14 0 2 0.945 1.000 0.946 0.97
F1 Ave - - - - - - - 0.94

# 4 Google Fonts IZH 3 2% 8% — > DM HERE

Pattern ID TP TN FP FN | Accuracy Precision Recall F1 Score

Single_HighScore | 26 25 0 2 0.945 1.000  0.929 0.96
Single_LowScore | 19 25 0 9 0.818 1.000 0.679 0.81

Double_HighScore | 26 25 0 1 0.982 1.000  0.963 0.98
Double_LowScore | 23 25 0 4 0.909 1.000  0.852 0.92
Triple_HighScore | 25 25 0 1 0.982 1.000 0.962 0.98
Triple_LowScore |22 25 0 4 0.909 1.000  0.846 0.92

F1 Ave - - - - - - - 0.94

% 5 Blockonomics 23 % &8 % — > OMHERE

Pattern ID TP TN FP FN | Accuracy Precision Recall F1 Score

Single_HighScore | 11 42 0 0 1.000 1.000 1.000 1.00
Single_LowScore | 9 40 2 2 0.925 0.818  0.818 0.82
Double_HighScore | 10 42 0 0 1.000 1.000 1.000 1.00
Double_LowScore | 10 40 2 0 0.962 0.833 1.000 0.91
Triple_HighScore | 9 40 2 0 0.961 0.818 1.000 0.90
Triple_ LowScore | 8 39 0 4 0.922 1.000 0.667 0.80

F1 Ave - - - - - - - 0.90

Web 44 MIHKIFT 3HEY — L AR IEFICE OFEE TR
ETELZLRIALTWS.

7. ER

AETE, BETHRIC L 2GR 2EMCONT 5.
Bz, KBS EEF L (LLM) B 732 F v ERICBN
TED LD ITHEREL =D, ¥ ¥ A DR EREIC Y

Pattern ID TP TN FP FN | Accuracy Precision Recall F1 Score Pattern ID TP TN FP FN |Accuracy Precision Recall F1 Score
Single_HighScore | 28 24 0 1 0.964 1.000  0.966 0.98 Single_HighScore | 6 47 0 0 1.00 1.00 1.00 1.00
Single_LowScore | 25 24 0 4 0.909 1.000  0.862 0.93 Double_HighScore | 5 47 0 0 1.00 1.00 1.00 1.00
Double_HighScore | 27 24 0 1 0.964 1.000 0.964 0.98 Triple_HighScore | 4 47 0 0 1.00 1.00 1.00 1.00
Double_LowScore | 26 24 0 2 0.945 1.000 0.929 0.96 F1 Ave - - - - - - - 1.00
Triple_HighScore | 26 24 0 1 0.982 1.000  0.963 0.98
Triple_ LowScore |24 24 0 3 0.927 1.000 0.889 0.94

F1 Ave - - - - - - - 0.97

DES B Ee G200 ZAKNIKILL, KFFEDYF
Wify - FHANRERZWHS2ITT 2.
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1=— R eRo»rEZLGNS. LLMIZ, 20
& O IR IR R R DR DT > T 6T B IEREICHE T
X5 ZEHHRAL .

—H T, jQuery ® WooCommerce D—HD X — > T
W, oY -2 E -2 e L TRWHEREZ R L
o, THEUPD 2 o0EFCEET 2 EALNS. —
75, jQuery @ Single_8 TIZ FN 25 11 fF & ik b H KR
MMEL, RBLHERZ» -7, FRELTEZILNLD
¥, jQuery 3D THHMIR JavaScript 74 77 U TH
D, Z2ou— FAESRPHHAAZ - 2ZKicbi 5. fHlz
¥, CDN2650ou—FK, a—ALT7 741 LTAYE
I, ERERED TSI 74 VHNTOARMHINS Y, HE
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¥#iZ, MyCryptoCheckout D X 512, b & b & KfHHH
72— 212BWTIX, Single 8% — > T 3 TII5eEE
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FEIRENTH -7z, AARORERIZ, Do > T
PO THEHANKRS 72 F Y LMD AIRETD % L W0 SR
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8. &HDIC

ARFEIE, LLM PMRTE - IEKIFO~—F v bF—& L
FEMiER Ao L, BRERMIES 72 F v %2
AR TER e R2EIE L. ZORRE, ERoOTFEHT
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