—AEIAA BT EREEYR [EES 2
THE INSTITUTE OF ELECTRONICS, IEICE Technical Report
INFORMATION AND COMMUNICATION ENGINEERS

LockBit3.0 7V = 7% 4 b DT — X EEITH DL
WEEH L i EF DITEI D 9
BEtR  f&KHE]*  Yin Minn PaPa’  HR  Foakt AR T

* BRI E Y KPR GBI I
i ENE S S S R R P
R ] VR R B BRI I AT Fee

H5FL LockBit3.0 132022 FE 7 ADSEH L TWE 7 VY LAY 277N —TFD1OTHD, HERFEIZ2023E6
HETORET 1,000 thZ2#E 2 TW\Wa. 2024 4 2 HIZIXEFRN R E#HATIES) Operation Cronos 2 & D BfRT 29—
NDTA TRy >, BERET AU > OREENMTON, BRESRBINA TV L2, AFEHEDHERH T
Z OFFNIIA S 2172 o TV, LockBit3.0 17 Y H 47 = 7 D EFHBERPWA VT — X2 X -7 v 27 L TR
Bl - B2F T2 i, FEHEADIRAWT — X DOHRFES RaaS (Ransomware as a Service) D Y 12 A E T L% R
LTW3. REXINZHERIHEE L ORXBHERERKBL T2 e #EIXN 223, ZORRBNELS, KBNE, X
I, SHNCHIROIER & v o 72478 & OBRIED T IZ T AT b T iRwn. AR TIE LockBit3.0 ¥ A MiZ
B XN 2 HEEERPL S REHEORFMIMNZLE 166 HENCHE b FANICEMR L, BEIEROZ1E, ZOZE{EIK
BELHEFOTHE D IS ICHEL TW 2020 LR ZIRET 5.

*—J—F SU¥LYzT, WUz T, ALy b TV xR, LockBit

Analyzing Attackers and Victims Actions
via LockBit3.0 Website Data Dynamics

Yuji SEKINE*, Yin MINN PA PA", Katsunari YOSHIOKA™#, and Tsutomu MATSUMOTO+#

* Graduate School of Environment and Information Sciences, Yokohama National University
1 Institute of Advanced Sciences, Yokohama National University
1 Faculty of Environment and Information Sciences, Yokohama National University

Abstract LockBit3.0 is one of the top ransomware groups that has been active since July 2022, targeting over 1,000 compa-
nies. In February 2024, Operation Cronos, an international law enforcement operation, took down the servers involved, froze
the cryptocurrency accounts, and arrested the people involved, but at the time of writing this research report, the details of the
operation are not yet known. LockBit3.0 operates as a RaaS (Ransomware as a Service) model, expose victim information
and leaked data on their darkweb website while selling the leaked data to the third parties. The information exposed on their
website may change according to the victim’s negotiation. However, how these changes are related to the victims’ actions such
as negotiation, extension of ransomware payment deadline has not been well studied. In this study, we monitor LockBit3.0
website over a 166-days period to analyze how the changes of victim information and ransomware payment deadline relate to

the actions of attackers and victims.
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