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Abstract Telegram has become a major platform for diverse cybercrime activities. However, existing studies often rely on
limited sample sizes, short observation periods, or restricted commercial databases, which poses challenges in coverage and
reproducibility. Our prior work proposed a system for collecting and classifying cybercrime-related channels using the Similar
Channels recommendation feature and large language models (LLMs). This paper extends the exploration depth from 2 hops to
154 hops and adopts an advanced LLM along with a refined taxonomy, achieving weighted F1 scores of 0.90 for maliciousness
detection and 0.94 for category classification. Applying this system from May to December 2025, we constructed a large-scale
dataset of 41,788 channels and approximately 740 million messages. Through structural analysis of the cybercrime ecosystem, we
revealed the connectivity across different crime categories, the language distribution centered on English and Persian along with
linguistic characteristics by category, and the presence of hub channels with numerous adjacent channels in the similarity network.
Additionally, temporal analysis of offenses against confidentiality, integrity, and availability, the largest category accounting for
52.9% of channels, revealed a surge in activity since 2022 and active trading of stolen credentials.
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FREH (unknown) | 23 10.4% % i TW5. BEEE (29.0%) A3
BREZTH 2D, LY vik (224%) bEWVEIGERLTED,
A4 7 HIBIZ BT B Telegram DENEDOEFHX %KL TW5.
F7z, KIVNHNEE, FAVEE, 77V 788, v 7iERry
50 U EDEESBREIN, TaY AT ADZFELDTEEX
Nz, MswchrIVHlosEEM RS, #7323V D (K
FIPEMEDIREE) TlE~ LY ¥ EBOEIGPRICE L, 4 7 VHl
BB 2EHEa Y 7Y OFRENIERTH L ERL
TW3,

30.0M

B CatA s CatD
o5 om || ™™ CatB CatE
g B CatC
‘I 20.0M
Y]
N 15.0M
R
2 10.0M
m
5.0M
0
© > Q Vv ™ ©
& ™ ¥ 9/ % &
DY DY DY DY DY DY
=5

4: A7 AVHIDAB X v & — D DRERIIHES

%5 Xyb—YOFHIM (LA 10 S

L d—F Xyt—o8 8lE (%)
HEE en 214,279,432 29.0
RV viE fa 165,651,568 224
ANBH unknown 77,081,143 10.4
AL N HLEE pt 30,660,990 4.1
KA W3R de 30,378,779 4.1
7IE7EE  ar 26,472,372 3.6
v 7R ru 20,538,763 2.8
V< ik S0 15,995,455 22
NEFFLEE Vi 14,310,881 1.9
75 VAFE fr 5,917,038 0.8

7.3 Xy bO—UEE

F v NI —IREEOBIED S, F v v RV OEGE %
DLz, KREEOF v ¥ 3 OVIEEHE 100 FRLURTH % 29,
—HDF v > xF 700 U LOFER RS, 2y b T—2
AT IANT ] EUTHREL TW 3. R 6 ICHERE EMN DT v >~
FINVERT. NTF ¥ U ANDEL BEEEEQI 2 =T 4
RTOF Y —CRATHD, FEDLFEIHFLT 220
S5&bd, BRIV -BEFIEDOIZZTEREZIT
TVDF v I NVEEDHES Ty I LTHIEELTWS E
Ezoh3b.
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CatA CatB CatC CatD CatE

HhF3av

)5 H 72V HOEHEM (RS

£ 6: BB EMNDOF ¥ 2

FroRIL4 A7dU EBER XAvt—-CK
DOGS Community A 729 561
‘Whale Chanel B 587 16,784
Proxy MTProto (2) A 471 39,338
Blum: All Crypto A 458 1,135
Yescoin B 451 561
Notcoin Community A 415 1,142

8. ¥—ARAT 4 ATV A OFHESHT

F oo VIVEMBRZOH TV A M - 522 - aTH
HEADRE) IZO2WT, F—V— FRBICHE I T HTT
VG EIT o7, ATV AREIED 529% % i, ¥4
N=JFRLaT AT LOFKER T, FMRTH OISR
e L7%.

Tsakalidis 5 [11] D7 L—L TV —=2IZ&DE H73V Al
DR 620% 7 A7V &0, EET 7R (AD) ¥R
T LANDARIET 72 A5 T 5174, BiET—XEE (42)
CHE T - X O ENR Y T 51T, EEFEZ (A3) [ EE
DOAREERZEETITA. T—20E (A44) (T -RORXAZE
TN 5 F 3174, AT AWE (45) R TF LR
BERIFET 2178, T4 ADREM[MH (46) ¥4 N—)L5E
DI=DDY —VOIERK, Fifs, 3Bz d174.

BEY I HhTa) ERENIZ XV —F (T HTIV T
YT 50 §8B) EE%EFL, Elasticsearch TR Z{To 7. F—
T — RIZIEY A N—J0FRa I 2 =7 4 THEAIN 2 HERR
F& (i Tfullz) Mogs) Mstealer)) Z&E®, F—v— FEITHEK
QEEDHLE B — RITNIET BTz slop X T A — X% 2 ITFH
ELT-.

M6z, Y7 HFITVRIR vt — I HOBRIHERZ RS
FERE A MRS, TERIZ 2022 ELIEOERMEBRTH 5.

RERFNGTHT 2 S LT ORIADMG STz, H—IZ, 2022 14
[, £V 7H 73V TIEHPZELTE D, U4 Telegram 23
BANEREBE LTRHICEBEL TV I NI DX
3. BT, EIET 2T (A2) pefiEEET oy

ThTITVEREL ERl->TWS. 2, EEINEXN
CEEEEERS 7 LYy A — FIEIRORMED Telegram | TiFE
FIATbRTWAZ B RLTWA, BT, BRXF—ZT
W ABRIEEAOEREFEAE LTB D, BT 2024 FEHIETE
F— RS (A2) THEER 2L 7Bl EhE. Zhid, K
BT — 2V — 27 ORASRHERY > I Loliifmids t U -t
2B ARy MREROHIHFEERL TV, FHIIC, E#IE
B2 (A3), 7—&UiFE (A4), AT o45E (AS) 32HHM
23 U CHA IR WKL H 5. DDoS WERDHRES S 4
LY 27 DEREZB L Wo 2E Y A ZIEHNE, NEF v~
TR L L, IERBI V=T TITbhTtwar]
HEMED D 5.

9, & 2

9.1 EFELRIMRDOHER

R DRERD S, Telegram LDV A N—JLFEza> X7
LT 2 WL O OEBERHANE SNz,

B, 2KD 529% 25D 5 T7a) A (BEEN - 22
- ATAEADRE) T, GRS REEERORE 25 D
HRTHD, Telegram M7 DtEEEAE U THREL TV 55
REMHER X N/,

BETUCS, BEOMOONRS, Tad AT AWEREDMIEIC
RoTLEE - SHBICh 2 Z e kR X7z, Bz~
Y EBOBWEIA (224%) 1%, 4 F U HIBIZBIT B Telegram

Ere e, FEHEIRTOY A N—JUFREFHOEH I EZREL T
W3, A7V T OFENRHOENT, SLTREE
RAMIB I =5 4 EHEFOVWTVWE I EZRLTWAS,

T, NTF v UARIVDOFEEE, TaAP AT LR
F ¥ Y AVDOEESTIERL, #WElbxhizry bv—22 LT
BREL TWA Z e ZRLTWS., ThoDATIE, B3R5k
A7V EHOERTEEEEL, FHBAEIS ISR T A
W7 7R RTBEHDAOY LU THIEL TWABATREMED D 5.
9.2 HIPREIA

ARIFFIIE VL O DFHIRDEET 5. FH—IZ, 77— XU
$132025 EREDRF v P ay MIHEIWTED, IVER
HETERLTWEF v Y INMREXI NS =0, HifgEhr-
F v U AMIEENR. FE IS, FERA D =X L7 Telegram
@ Similar Channels #BEICIKIZ L TED, >—Fty v 5|
ETERWINL L2 5 AXDPFEET 2AREMELH 5. B
W2, XT 4777 ANVERN L7280, BIEN—ZXDHEEIX
SHRRNTH 2. BN, A7V ADFTHT YRI5
I EENZ LEF— 7 — RICESWTE D, BEERH
EEERIIIHRTETWRWIEEEYAH 5. BT, B
F o YIIVRBELTWS 720, IERRINV—FTiITbI s
FEE DG | EEREIIIR Z shTuvkw.

Zh S OHIBRANDOHUISHOFETH 5.

10. #& ol
AWFZETIX, Telegram OFEMIF v ¥ R HEEMKBE Y LLM %
MABDERY A ANJOSEREE T v Y 2V DOFHR - 5 R
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SEATRRFEDHI 50 f5AHYS § 2 4 FHELLE D 4 N —JE IR
Fr o VBIEL, AFEORT -S54 BFEIEL .
72, BHHEBIUOERY TV BBV TEWEES
FER LT,

IaY AT ADOREERHTD 1%, BN - 220 - TR
DREVPRKDI TV THB Y, 2022 FLIERICIEBINA
BLTW3 Iy, BXUGIRINZEIEROINE | DR S
RTHDZeHHLLIIR o T2, B2 TV
MR, HEE - Ly viBEPLE L2 E5EN, BLU
I FPT—=IHATTY v P LTHREST A2 AT F ¥ VR LD
FHEZBIALEZ. 2o DRERIZ, Telegram 2349 4 N—J25E
DFERAY 7T U THREL TVWAEREBEZRLTWS.
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B, TXINEERHTF v R VIRE L. Zhid
WHETF v U HRIVDERP ST 7 RAEETH D, S
BRTTANY —HRENRENTH220TH 5. IENFHDEA
RN —T~NDBhe, BOETERWZEHENI I 2=
T A NDEENITO R o 7=,

BT, IWEXREX v —DIIEMIEERIE TN 5]
REMED D 270, TNTOHEMI T — A NVERBECTETL, ¥ —
RR=T 4 ANDT—=REEEHVE. £z, NELLT—X
BEERFA R OEY R F 2V 7 4 MR E ML RIS
RELTVWS.

FE=1Z, Telegram DY A N—JLFE=a T X7 4 TlE, <L
vz 7 RIBEEERFER (CSAM) 2 EInEEa YT IR
FOELTW5. REOLEEHMRL, EEar T vy YoEN

11.

HR AR (2022 L),

HRERE <729,
7 7 A MFINER T,

XF 47774 NBIOANAL FVYERA
TEFRAMNEART—RDAERIEL 7-.

B . ZoEO—F L, NEDO (EZFEBRFEAF T
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