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Abstract In addressing countermeasures against evasive malware, it is essential to validate mitigation techniques using Proof
of Concept (PoC) code that demonstrates various evasion techniques. Recently, the rise of Al with advanced programming
capabilities has made code generation easier, and it is expected that the number of available PoC codes will increase rapidly
in the future. However, there is no standardized method for describing the functions, features, and programming languages of
the PoC codes created, and to our knowledge, no research has classified these PoC codes and clarified their relationships. In
this study, we utilized a large language model (LLM) to automatically classify PoC codes based on existing evasion technique
definitions and evaluate the accuracy of this classification. In the evaluation experiment, using categories of evasion techniques
introduced in prior research, we collected 232 PoC codes from websites that publish sandbox evasion tools and techniques.
These codes were classified using GPT-4o, resulting in a 0.77 exact match rate and a micro-average precision and recall of
0.88, confirming that the LLM can classify with high accuracy, similar to human classification.
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int gensandbox_mouse_act() {
POINT positionl, position2;

GetCursorPos(&positionl);
Sleep(2000);
GetCursorPos(&position2);
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position2.y))
return TRUE;
else
return FALSE;
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Listing 2: Memory Fingerprinting

BOOL NumberOfProcessors()
{

#if defined (ENV64BIT)
PULONG ulNumberProcessors = (PULONG) (__readgsqword(0x30)
+ 0xB8);
#elif defined(ENV32BIT)
PULONG ulNumberProcessors = (PULONG) (__readfsdword(0x30)
+ 0x64);
#endif

if (*ulNumberProcessors < 2)
return TRUE;

else
return FALSE;

Listing 3: Timing/Stalling

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE
hPrevInstance, LPSTR lpCmdLine, int nCmdShow) {
time_t rawtime;
struct tm * timeinfo;
char buffer[100];

time (&rawtime);

timeinfo = localtime(&rawtime);
strftime(buffer, sizeof(buffer), "%A", timeinfo);
const char * str(buffer);

if (str == "Monday")

cout << "Wait!" << endl;

MessageBox(NULL, (LPSTR)str, (LPSTR)str, MB_OK);
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else

{
cout << "Time of attack!" << endl;
MessageBox (NULL, (LPSTR)str, (LPSTR)str, MB_OK);

return 0;
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