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Abstract Telegram has become a major hub for cybercriminals in recent years. This paper proposes a system to efficiently
discover and categorize cybercrime-related channels among the vast number of channels on Telegram. The system comprises
three modules: Explore, Filter, and Categorize. The Explore module utilizes Telegram’s ”Similar Channels” feature to identify
channels similar to known cybercrime-related channels. However, because this feature determines similarity based on how many
subscribers are common between channels, it often includes many irrelevant channels. Therefore, the Filter module employs a
large language model (LLM) to analyze each channel’s content and filter out irrelevant channels. The Categorize module uses
an LLM to classify channels based on their cybercrime-related discussion topics. Through this approach, we identified 2,273
channels using the ’Similar Channels” feature starting from 272 known channels, and extracted 791 cybercrime-related channels
through filtering. The categorization revealed a prevalence of channels related to trading malicious tools and allegedly stolen
data, as well as channels focused on activities aimed at disrupting system functionality through DDoS attacks and other means.
Key words Telegram, Cybercrime, Large Language Models, Channel Classification
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