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Abstract Telegram, social networking services (SNS), and darknet forums are widely used for sharing information related
to cybercrime services and products. While analyzing posts on these platforms aids in identifying emerging threats and
understanding the cybercrime ecosystem, the information from public posts is often limited. Human Intelligence (HUMINT),
involving direct interactions with attackers, offers a way to gather more detailed intelligence but faces challenges such as jargon,
linguistic and cultural gaps, and ethical and legal concerns.This study proposes a text-based intelligence collection framework
utilizing Large Language Models (LLMs) to address these challenges. By leveraging LLMs, the framework facilitates natu-
ral and systematic conversations with attackers, enabling efficient intelligence gathering while adhering to legal and ethical
guidelines. Both the LLMs and human investigators supervising the conversations are guided by these standards. The research
describes the design and implementation of the proposed framework and conducts role-play experiments simulating actual
operations. It analyzes the LLM’s detection results regarding the establishment of role-play scenarios and compliance with
legal and ethical standards. 1
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last thing, do you know of any other channels where similar tools
are available? Would love to explore more options.”

A 1: IREE: “Can’t share other channels. You know how it is
—security reasons. Best to stick with trusted sources. If you need
more tools, just hit me up again. Stay safe out there.”
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any reviews from past customers? Would like to see some feedback.”
EH 2: IWEH: 1 get it, trust is key. But I keep things private, no
sharing customer info or reviews. Gotta keep things safe. You in or
need more info?”
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Hey there! Just curious. How much balance usually comes with your PayPal accounts for sale?

2 EEREEEUM

Hey. Balances vary. Typically between $500 and $2000. No guarantees though.

& HUMINTI—1>bLM

Got it. How long do these PayPal accounts usually last before they get flagged or shut down?

2 REGIBEELM

Depends on usage. Could be days, sometimes weeks. Keep transactions low and spread out for longer life.
W AN 3]
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