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Abstract Sandbox analysis is essential for understanding malware behavior, yet evasive malware can detect analysis envi-
ronments and avoid observation. Although many defenses have been proposed, evaluating sandbox evasion resistance remains
difficult due to the lack of comprehensive test samples. We present a large-scale dataset of proof-of-concept (PoC) programs
for assessing sandbox evasion resistance. Using large language models (LLMs), we unify and reimplement PoCs from exist-
ing tools, extend coverage by generating additional techniques guided by prior technique taxonomies, and produce multiple
implementation variants per technique. To mitigate errors in LLM-generated code, we retain only PoCs that pass a three-stage
validation pipeline: buildability, correct execution, and verification of evasion-related behavior. We generated 4,508 PoCs with
an OpenAl model and curated 1,520 validated PoCs. When tested on a commercial sandbox, 593 PoCs (39.0%) detected the
environment as a sandbox, compared with 56 (22.8%) of 246 PoCs from existing tools under the same conditions. Our dataset
is larger and more effective than tool-based PoC sets, enabling more rigorous evaluation of sandbox evasion resistance.
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—H, YU RERy 7 20L 3T OWHE E, EBEO—¥N
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WEINTWS [1],[8],[12]. ZD &> hEREZFHLUTY VR
Ry 7 A ETOffN & Mk 28z A 72 TR~ LY =
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BEOEEANY) -2 3 vERRHL, FEEVRT LV FRY 7 X
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¥ 72, MITRE ATT&CK T %, Virtualization/Sandbox Evasion
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TS DI AN & B - Y 5 ECHATH 5.
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DELTRE 2 & OWHRpEZ R L, 9447 % B IE S & 5 /8
TR 2 % 0 23 2 & CffT & el S 5.

S OEGEEEANIE, KBTI LD —EBE&ED<LT =
TIZEENDZEHR/EINT WS, Maffia 51 18 TED
Windows ¥V = 7 UKD ENNEITIZEZE D &, Dl 1D
O [EEEFART % D 2 KD E G H 2016 F D 30% 72 5 2020
AT 40% BN L 72 L i85 U7z [7]. Galloro & O#ERTIZY
FHZBWTH, [EEEEM 2 & O BRIRO B LY BT B AR
THDBIELWRINT WS [4]. 7z, FHINLFEO#ETD
ZHUTED, VM RFIDEHPE RS % — 5T anti-debugging
BEINT 2728, FEILY FOBAPEREINTVS[7]. T
D7z, [AEEHE D F X R E OB FIE I E TS, M
REHERRE T EDEE L.

Mz T, FEBIZY > KRy & Z g o [a] 8 a] 4 % MEE L 7- 6
BTN TWS, HILSIK, AY51 03y KRRy 7 2@
= AP/ LNREEIZEDE, YV R Ry 7 AR E
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F). AT, BEUEE - BIE - HIERR - SRR i s & e
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N, oA s =D EDOY YRRy 7 ABEET Sandbox
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2 21214, VirtualBox £ ® Windows 15 $ & OF Windows 1242
HIEH X N T W5 Windows Sandbox 2 W7z, ZZTF 7 #
VNREEDOY Y KRRy 7 22 1%, BEREBERTHY, $UF
Ry 7 A ORI RERL TE 5T, —VFRAIICHES BFE
PREVIZFL AEFHE LR WERBE R8T, — 7, VirusTotal D
YU RRy 7 ZIAB@BHRY — R LTEMINAMHE L
—E ORI EASINT VB HT, F7 4L MREE
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