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Enhancing Sandbox Evasion Resistance Using LLM
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Abstract: Malware continues to increase, making sandbox analysis technologies that can automatically ex-
ecute large volumes of samples in a short time indispensable. In particular, sandboxes are often built using
virtualization technologies that allow for rapid restoration to a pre-infection state. However, the number
of evasive malware capable of detecting sandboxes and evading analysis is also increasing, and there is a
growing need for advanced customization of sandboxes to counter this. In the proposed approach, the LLM
accepts proof-of-concept code implementing sandbox evasion techniques as input, analyzes the underlying
evasion mechanisms, and produces the required customization methods along with the scripts and manu-
als necessary to customize the sandbox. For evaluation, we implemented a system that suggests possible
customization methods for each component of a malware analysis system built on the open-source CAPE
sandbox, namely the guest OS, VM hypervisor, and the CAPE sandbox itself. Using a total of 43 pre-
pared samples—comprising pseudo anti-analysis malware and evasion PoC code—we evaluated the evasion
resistance of the sandbox after applying the proposed customizations. As a result, analysis was successfully
performed on 31 cases (approximately 72%), demonstrating a significant improvement in evasion resistance
compared to the CAPE sandbox operating on VirusTotal. Furthermore, by automatically generating manuals
and scripts, the proposed method enabled an efficient and rapid process for sandbox reinforcement.
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0S L2 —4iz X 2 /R - JRIFE % iR 1(0)

FEEDMRNTY — V7 > 4 VOB R 31(0) -

VAT LDN— Rz 7R BRRERE R 22(3) 0 3(2) 0 3(2) 3(0) 3(2)

A — TR D FATIRIT R ML 5 % AT 1(0) - - - -

At 61(6) 0(0) 6(2) 3(1) 6(2) 6(1) 6(2)

£ 2 EEB3KBIZa—F7FNy JOERE

k1o & 2 5 A S 5 = 1) ﬁi&v%iﬂ% I—FFNy 7L I—FFNvT7HY RIS II L7
TUREIE oL R v SRS R L

FRAT EATRED 2 — 12 X 2R 1 0 - 1 1 1

OS LD —HIZ K 2 FEY - JBIEZ MR 17 3 1 4 2 2

RFHEIR Y — 12 & 2 f@HTIREFE oD il RR & B8 3 3 3 3 3 3

SRAT LD R Y x 7RI L AT 15 2 0 7 1 1

R — FHLIE D SEATIRIL S LLFRIRE R % figfr 1 1 0 1 0 0

Ail (LLM Quasi-Malware) 37 9 4 16 7 7

FRATSATRED 1 — T X 2 HE & M 3 1 0 3 0 0

SRAT LDAN— R Y 2 7R RGN 3 1 0 2 0 0

#il (Pafish) 6 2 0 5 0 0

FRI=MENT N L 7 Fik

ZEHiE T 72 (3R 3).

T =Xty MDA 122 BIKIZDOWT, VirusTotal L0
CAPE THNASRII L= 0, 77 18 (63%) THY,
{14 > 2 b —AAREED CAPE TI&, 79 18 (65%) T - 7.
ZHH LT, FHilisEEROEMICHB VT 3 20 AN EHRE
B 5 2 THR R4 XTI, 110 18 (90%) TH -7z

MEOHRID, AFEICL-oTHRILLEY Y FRy 27
R DFRTRESINE, VirusTotal EDH > KRy 7 2B XU
WIRREDY > PRy 7 22 KB BRI 2 Z e 3bns.
I, REZFEP LY = 7 QBN ADY > F Ry
I ADMMEZELEIEE I EDPARETHLI 2RI L
%12, VirusTotal EDHV > KRy 7 ZITH AR A4 DR
HIARNCHZZ e ZRLTWVWS.

3.4 HE

BEFEZ, ¥ PRy 7 20 EEm MR E2 LLM 12
IVXETZIL—2T—2THY, FHEEBRICLD ZD
GREERWES L. L L, &EFEDS F U X 0ER
PREE, LLM IGH QMBI R 3 2 6l <058 F & P 237 1E

T5. FREAHP - BREUTCEED 3.

FRATBRE DRI | RFEOFHEC B 1) 2 MEEE, Win-
dows ¥V = 7 DfENT % CAPEv2 > FRy 7 2205
FEDY AT AN CTEMLTED, EEINTIRLX
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B, H253W0IEY— F8—F 4 BIFZH7120 T LT A
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Bk — 22— Roifil#) : AFHEZ, KOy —2a—
FZ& LLMIZA S & LTE X % 2 & TR 248 -
Hea7 7 a—F%r 3. 20k, fEEE PoC DY —
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BB L XN TV A OWTIEFIETE TV,
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£ 3 NBY Y PRy 7 XY —V R OBINTREE D HIER
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F—&X+tv b CAPE CAPE FE2H A CAPE
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WK K732 X512 2 Z e, MMTIEBEST A~ D E5R(E
ZHIE LZRMAEIED 5 TWw5. Ether [11] 1&
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Wz b OREATHES 52T, ¥ PRy 7 20 %Z
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