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Abstract In recent years, credentials such as VPN and RDP have been frequently traded on social media and misused as entry
points into corporate and organizational networks. However, the distribution channels of these credentials and the actual state
of related cyberattacks remain insufficiently understood. This study observes and analyzes the activities of initial access brokers
(IABs) who share such credentials on social media, as well as the resulting cyberattacks. To investigate, a fake IAB was created,
operating a decoy Telegram channel that posted credentials granting access to an attack observation system. To attract participants,
we promoted the channel in real Telegram groups where users interested in VPN and RDP access gather. Between February and
June 2025, 1,063 ads were posted in 23 Telegram groups. As a result, 15 users subscribed to the decoy channel, and intrusions
using the posted credentials were observed from 8 IP addresses targeting the observation system. Following these intrusions,
DNS communications were detected, suggesting attempts to reach external hosts. However, the system blocked such connections,

and no further activity occurred. Some Telegram groups also reacted to the posts by deleting or restricting them. 11—
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