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Abstract The battle between sandbox analysis and evasive malware has intensified. While prior work has demonstrated the
use of Large Language Models (LLMs) for generating malware, defenders are also expected to adopt LLMs for detection and
countermeasures. This anticipates the emergence of evasion code designed to bypass such defenses. In this study, we propose
a framework in which attacker and defender LLMs interact iteratively: the defender LLM proposes countermeasures to known
evasion code, and the attacker LLM responds with new evasion techniques to bypass them. By repeating this process, we simulate
the co-evolution of evasion and defense strategies. In validation experiments, we generated code based on attacker LLM outputs
and executed it in a sandbox. Results show that some of the generated code successfully evaded sandbox analysis, which reveals
the potential risk of LLM for evasive malware generation.
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Summary of the Evasion Technique

The provided C++ code defines a function “accelerated_sleep” that
attempts to detect if the “Sleep” function has been patched by a
sandbox environment to accelerate the sleep duration. It does this by
recording the system uptime in milliseconds before and after calling
“Sleep’ for a minute (60,000 milliseconds). If the difference between
the recorded times is significantly less than the expected sleep
duration (allowing a 1-second margin), the function concludes that
the “Sleep’ function has been patched and returns "TRUE’, indicating
a sandbox environment. Otherwise, it returns "FALSE".

Countermeasure

To counter this evasion technique, the sandbox could simulate a
realistic passage of time by adjusting the system clock or the return
value of "GetTickCount’ to reflect the expected sleep duration, even if
the actual sleep time is accelerated. This would make the difference
between the start and end times appear as if the full sleep duration
was respected.
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Evasion Strategy

Instead of relying on the system clock or "GetTickCount’, use a high-
resolution timer or performance counter that the sandbox might not
manipulate, such as ‘QueryPerformanceCounter’ and
‘QueryPerformanceFrequency’, to measure the elapsed time during
the sleep period.

Function

accelerated_sleep_bypass

Process flow

1. Initialize a variable to store the frequency of the high-resolution
performance counter using "QueryPerformanceFrequency’.

2. Record the initial counter value using ‘QueryPerformanceCounter’
before calling the “Sleep” function.

3. Call ‘Sleep" for the intended duration (60,000 milliseconds).

4. Record the counter value again using "QueryPerformanceCounter’
after the sleep period.

5. Calculate the elapsed time in milliseconds by taking the difference
between the two counter values and dividing by the frequency.

6. Compare the calculated elapsed time with the expected sleep
duration (60,000 milliseconds).

7. If the elapsed time is significantly less than the expected duration,
return "TRUE" indicating a sandbox environment; otherwise, return
"FALSE".
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