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Abstract Cybercriminals and hacktivists increasingly use Telegram to promote attack services, share operational updates, and
coordinate campaigns. While their posts contain valuable threat intelligence, large-scale analysis is difficult due to their unstruc-
tured nature. This study proposes a method to convert such posts into STIX 2.1 format using a prompt-alignment framework,
where human annotators and LLMs collaboratively refine prompts through iterative feedback. Applied to five Telegram channels,
the framework improved the F1 score of human — LLM alignment to 0.80. Validation with another annotator and LLM yielded
F1 scores of 0.66 and 0.62. Applying the method to 37 channels (74,679 messages) generated 1,051 STIX objects, uncovering
shared targets, common techniques, and actor collaboration patterns.
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K5 Gy 2B LT Gp DEA THI—HE (Gpvs G )

a17 BAE (Precision) HBIRE (Recall) F1XI7
attack-pattern 0.8261 0.8636 0.8444
campaign 0.5 0.6667 0.5714
domain-name 0.8571 0.8571 0.8571
identity 0.7778 0.7778 0.7778
infrastructure 0.7778 0.28 0.4118
observed-data 0.8108 0.5085 0.625
threat-actor 0.7143 1 0.8333
tool 0 0 0
location 1 0.2857 0.4444
url 0.9487 0.9024 0.925
Average 0.82 0.66 0.73

K6: Gy HHEL LTz Lyy DEA THI—BE (Lyo vs G f)

247 BEZE (Precision) FHBIRE (Recall) F1 X7
attack-pattern 0.6957 0.9412 0.8
campaign 0.625 0.7143 0.6667
domain-name 0.3571 0.8333 0.5
identity 0.5 0.72 0.5902
infrastructure 0 0 0
observed-data 0.1892 0.7 0.2979
threat-actor 0.5714 1 0.7273
tool null null null
location 0 0 0
url 0.7949 09118 0.8493
Average 0.49 0.83 0.62

L7137 F v Y AINDBEREINSTIX A 72 =27 DGR

217 ATV OB | 217 ATV 0K
attack-pattern 69 observed-data 77
campaign 17 relationship 421
domain-name 88 threat-actor 71
grouping 3 tool 1

identity 145 location 29
indicator 1 url 53
infrastructure 15 user-account 57
ip-address 4
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BITRT LDIT, 2L OWBENFR—OWEFE (.
Layer7 DDoS, Amplification 72 ¥") ZF|HLTW2 Z 2 25HHS
M oTe. ORI, FELBEFEOREICLD, %
HIR N SR BAARETH S Z e BRB LT W3,

8: % ¢ DIRE IR X1 3 BORFEROP]. WAHORT
REND ) — FHEEOF R, BD ) — FHUOREL RS,

6. =

6.1 BELI>TISIOADSESNIEE
ARWFFETIX, Telegram @ DDoS F v ¥ xAD HIEE L 72
74,679 tFD X v — R MEL L, STIX 2.1 TERDEE A >~
TV R LTEHBLE. Z2OME, UTO LS REE
IR ST,
LLM IC& BILRATRER 1 > T U S T R« &7
Y7 PSS TAFICKDAERL STIX 47
Pz e LIMBER LA T2 PO FI 2271308
b, NBICEks7 /57— a MEE%R LLM BRIT L7235
BRH—EORBETHENISARETHZ Z e b oz, §
bbb, MEL7VL -V —2%HVW3 2T, KEDIFH
W7 — 2 2MEEEA TV 2 R LT BT E S
ZrREHE L. AFHEIE, D SNS 75 v b7 g —nY
AN ETRA T IV IZHISHATRETH 5.
BR7OV7LORRY :: R3wRT&L51E, AB7 /57—
& (Human A) ¥ LLM(GPT-0l) 7/ 7 — R IZ X W AER Il
K7a 7 b P il BIOANMT /7 —& (Human B)
PHID LLM (GPT-40) 237 /7 57— a Y MEERTo12I5AT
H F1 2a7 TZIhEN0.66, 062 THD, F&k7ar i
H BIEEPLARNCHEEES 2 Z LR a .
WENROEER CNBEEDOEERREY | K5 BXIUXN6 IR
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BTV HEAIDER SN2, ZAIHEEE T OEEC
WHEOFELZ TR L TEY, SHROWEE TRl - Biffis 3 I
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DR—DOREETFE (il : UDP Flood, HTTP GET Flood) % ##H
LTWBRFAr b E . Zhid, FELRREFEOME
MEIEIEST 2 22T, SRNBIROZFMPIRETH S Z &
ZEKT 5.
KBAVISOBFA: STIX A7V 27 b 251k, BHROK
BENE—FLZEUDA Y75 Bl RZAT 4 Y-
2, A7V M) ERHALTOWE =L 2.
2k, WEOIKENC L TERELRMLR L2 3.
AFRIE, REZEOTE - FO -4 > 7 7%fEbT—4%L
L CERMNDDOAHINCHIE T Z % 5T, CTI (Cyber Threat
Intelligence) WCHHTH 3. 72 21X, WEEMOHEBERRZ
Al L, SEH T 2 BERFE M U TSR o B0 % kT
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