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Abstract Anonymous platforms like Discord are increasingly exploited for cybercrime. Existing intelligence collection systems
using cloud-based LLMs face two challenges: privacy risks when processing personal data, and unscalable keyword matching
that misses slang and novel threats. To address this, we propose a keyword-independent system utilizing a local LLM to preserve
privacy and enhance detection coverage. Our system automatically identifies suspected cybercrime servers using a local LLM,
after which analysts manually join them and the system categorizes all collected messages. In our evaluation, the system analyzed
532,988 messages from 1,090 servers, extracting 19,806 cybercrime-related messages. The local LLM achieved F1-scores of
0.89 for server identification and 0.84 for message classification. Analysis revealed a prevalence of copyright infringements and
offenses against the confidentiality, integrity, and availability of computer data and systems, frequently accompanied by links to

external platforms and other Discord servers.
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