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Abstract In Japan, passive monitoring such as darknet monitoring and honeypot
deployment has been the major approach to monitor and analyze cyber attacks in
large-scale although active monitoring such as Internet-wide scan is more widely utilized
and enhancing the situation awareness in International research activities. We propose
a framework of cyber security data collection and analysis by utilizing active and passive
monitoring as well as analysis of related malware and vulnerabilities. Finally, we show a
few example cases where such combination of monitoring methodologies provide deeper
insights of the situation.
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